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The lecture in the context of the entire course

1. Introduction 

2. A reference architecture for business information systems

3. Application kernel

4. Persistence and transaction

5. Authorization

6. Client architecture

7. Other reference architectures: SOA, BI, systems integration, …



Reference architecture

Authentication

Authorization

Sequences

� Reference architecture

Agenda
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Reference architecture for business information systems
Quasar (Quality Software Architecture)

cd Quasar Architecture

Alternatives

«Abstract T Component»

Client Management

«A Component»

Dialog

«Abstract T Component»

Application Kernel 

Facade

«A Component»

Application 

Component

«Abstract T Component»

Authorization

«Abstract T Component»

Transaction

«Abstract T Component»

Persistence

Alternatives
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What is Authorization all about?

� Hello! Do we know each other?

� Hey, what do you want to do? 

Are you allowed to do that?

Aufgaben und SchnittstellenAufgaben und Schnittstellen

Authentication

Authorization
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Tasks of the Authorization

� Administration of …

– User data:

– “Joe Bloggs (login name ‘bloggs’) works in the 

finance department.”

– Permission data:

– “Finance department staff may read account 

data.”

� Performing …

– Authentication:

– “Is this really Joe Blocks who ist trying to log in 

to the system?”

– Authorization:

– „May Joe Bloggs read Mary Poppin’s

account data?”

User Administration

Authorization Administration

Authentication

Authorization

Aufgaben und Schnittstellen
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Authorization reference interfaces

cmp Authorization

«A Component»

Application 

Component

Authentication

Authorization

UserAdministration

AuthorizationAdministration

ResourceDefinition

«Abstract T Compo...

Authorization

TechnicalConfiguration

SystemsManagement



8 Prof. Dr. Bernhard Humm, Darmstadt University of Applied Sciences, WS 2008 / 2009.   10.11.2008

Excursion: UML-Notations for Interfaces

cmp Komponenten & Schnittstellen

Class

Interface

Class 

«interface»

Interface 

Component

ProvidedInterface1 ProvidedInterface2

RequiredInterface

Interface is stereotype of 
class. Contains

operations only, not
attributes

Component as 
stereotype of class with

component symbol

Alternative 
representation as ball 

(„lollypop“)
Provided interfaces

Required
interface
(socket

notation new in 
UML 2). 

Lollypop can
plug into
socket.



9 Prof. Dr. Bernhard Humm, Darmstadt University of Applied Sciences, WS 2008 / 2009.   10.11.2008

Client ServerI

Standard interface

I‘ Adapter

Required interface

Ownership of interfaces
(dependency: client ���� server)

Client ServerI

Provided interface

ServerI

Required interface

Client

e.g., JDBC

Call-back i/f, e.g., Observer

e.g., SAP Adapter

Convention for this lecture: use of socket notation only if
required interface is owned by component

ServerI

Provided interface

Client
e.g., Oracle Call Interface
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Example: Observer pattern

Server

(Observable)
Client

(Observer)

Observer

Observable

<<uses>>

<<implements>>

addObserver,
deleteObserver, …

Update (call-back)

Principle inversion of control
Server (observable) exports provided as well as required interface

� Bidirectional invocation but unidirectional dependency (observer � observable)
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Interface Authentication



13 Prof. Dr. Bernhard Humm, Darmstadt University of Applied Sciences, WS 2008 / 2009.   10.11.2008

Authentication.authenticate

authorization

Semi-formal notation for the specification of interfaces, 
inspired by QSL (Quasar Specification Language)

Signature

Description of funtional and non-
functional properties in prose

Classification
basicQuery, 

derivedQuery, 
command

Parameter type in, out, inout

Formal or textual specification of 
preconditions,postconditions, and 

invariants

Specification of errors



14 Prof. Dr. Bernhard Humm, Darmstadt University of Applied Sciences, WS 2008 / 2009.   10.11.2008

Example implementation JAAS: 
javax.security.auth.login.LoginContext .login()



15 Prof. Dr. Bernhard Humm, Darmstadt University of Applied Sciences, WS 2008 / 2009.   10.11.2008

Correlation between reference interface and realization



Reference architecture

Authentication

Authorization
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Authorization logic can be extremely complex
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Interface Authorization: extremely simple
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Authorization.mayPerform
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Example Implementation JAAS:
java.security.AccessControlContext
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Correlation between reference interface and realization
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Authentication

Authorization
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Sequence: authenticate and authorize

sd authenticate and authorize

Application Authorization

Application

«interface»

Authorization

«interface»

ResourceDefinition

«interface»

Authentication

User:= authenticate(username,password)

boolean:= mayPerform(resource,operation,user)

String:= getResourceName(resource)


